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CRITTOGRAFIA
DES

= DES Algorithm works on bit or binary number, this mean that if
we have to face with an HEX number such as 1 it needs to be
converted in a binary number:

= 1 —hex =0001 (4 bits — 1 nibble)
= 9 hex = 1001
= Ahex=1010

= DES works on 64 bits (64/4) = 16 hex numbers;

= DES uses a KEY with a length of 64 bits. The DES key (K) is
composed of 2 components

= 56 bits (used as effective key’s values)

= 8 bits (used for control the each 8-th bit of the word is given by the
XOR (logic operator) of the previous 7 bits of the word). Example

= 1100111 — 1 —Therefore, the whole word shall be 11001111
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Decimal Hex Char Decimal Hex Char (Decimal Hex CharjDecimal Hex Char
) a [wLLL) iz 20 IsPACE] | B4 a0 -] ET &0

1 1 [STEAT (AF HEADYRAG) i3 21 I h5 a1 . a7 El &
s £ |START OF TENT] 14 23 b e i I B 5H B Ei
3 3 [EMD OF TEXT] 5 23 a fi7 a3 C e B«
4 4 [EMD OF TRARSMASSIOR, | 35 24 L aE a4 ] 10 4 |
] o |ENCLARE) ir 23 = G % L 101 B ]
[ 5 [ACEI B EDEET 1= 26 = T 46 F 1102 = I
T r |BELL) 1= 27 ! Il a7 L 103 &r =]
& B [RACKSRACET 40 28| 72 45 H 104 65 h
-] 2 [HOSEZTENTAL 48] | 41 r: ] T3 g5 1 105 =5 il
10 i [LINE FEED) 42 2w . 74 as | 106 BA |
11 ] [VEATACAL T&8) 43 2B i TG 4B K 107 =S k
12 L. |FEN FEEL d4 20 ' I3 qi L 10E B |
13 K] [CARRAGE AETLAAY 4% 20 x 77 A 4 10% B M
14 E [SH¥T oUT] | 46 ZE 0 TB qE M 110 s (3]
15 F [SH¥T Ml a7 2F J TS dF 1§ ] 111 GF i
15 10 [CATA LINK ERCAPRE] 48 a0 o B 50 F 113 T0 3]
ir 11 JLEFACE CONTHLL L) aG i i i al =] 11% il i
18 12 [CEVACE CONTACY, 2] 50 iz . B3 L R 114 Ery r
19 13 [CEVACE CONTACE 3] | 51 ix | A3 53 5 115% 3 &
i | 14 [EEVETE CONTACY 4] 57 34 4 Fid G4 T 116 T4 K
1l 15 [NEQATIWE ACENCSYLEDGE] | 52 1% 5 0E 55 i) 117 5 id
X2 1n [SFRCHA VLS ITLE] G4 a6 & it G W 118 L W
=3 7 [ENG OF TRANS. BLOCK] 5% aT ¥ g7 5T W 11% T W
24 18 [CANCEL) | 56 B ap w0 X 120 ™ x
5 15 [EMD OF MEDAAT 57 £l & A% L1 L 1721 T Y
b 14 |=UBSTITLITE] a5 A& i am T Z 123 ] ¥
27 1B [ESCAPE] 59 |\ al SE [ 123 7H {
8 1C [FILE SEFARATCA| EO ac L a3 qC i 124 T |
by 10 [GADUE SERARATOR) | 61 = 93 1R | 125 MW}
=0 1E RECOED SERSRATN] Bz iE = fad GE - 17E TE —
£l 1F [T SEPARATOH| 65X iF r a5 SF 121 TE iDEL)

Ing. Amilcare Francesco Santamaria, Ph.D. — DIMES Dpt. University of Calabria @




CRITTOGRAFIA
DES

= DES works on 64-bits length blocks, therefore, we can
summarize two cases

= One block (length < 64 bits) — The block shall be filled with Os in
order to reach the length of 64 bits

= One block (legth > 64 bits) — In this case we shall obtain more than
one block to encrypt ( Total block number = total_length[bits] / 64).
Last obtained block length must be composed of 64 bits. Follow the
same rule explained in the previous point.

= Convert String to hex number — «Youry
= Your = 59 6F 75 72
- 59 6F 75 72 = [0101 1001] [0110 1111][0111 0101] [0111 0010]

= Caratteri Speciali
= Space = 20
= CR=0D
= Line Feed = OA
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WORKING WITH DES

= Starting with M = 0123456789ABCDEF

= First step is to achieve the binary form of M

= M = 00000001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
= L, =0000 0001 00100011 01000101 01100111

=R =1000 1001 10101011 11001101 11101111

= We have to read from Left ro Right
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WORKING WITH DES — FIRST

PERMUTATION

= K=133457799BBCDFF1

= K = 0001 00110011 01000101 01110111 1001 1001 1011 1011 1100 1101 1111 1111 0001
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= K(Permutata) = 1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111
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WORKING WITH DES — 16 SUBKEYS

= K(Permutata) = 1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111
= CO=111100001100110010101 0101111 [28 bits]

= DO=01010101011001 1001111 0001111 [28 bits]

= At this point we have to obtain 16 subkeys bloks following the
follow table

Tte=r=tiomn Mumlbe o £

Mumber s+ =ni=c= " FOr @ generic iteration n of the keys
(Cn, Dn) each bit has to be moved by
x left position. Only the first bit shall
take place in the last position of the
word.

fed
B T N SN O O PV

HORRE R RORE R HOR R KRR R HH
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WORKING WITH DEM

Cp=1111000011001100101010101111
Dy=0101010101100110011110001111

C;=1110000110011001010101011111
Dy=1010101011001100111100011110

C,=1100001100110010101010111111
D,=0101010110011001111000111101

C;=0000110011001010101011111111
D;=0101011001100111100011110101

Cy=0011001100101010101111111100
D,=0101100110011110001111010101

Ce=11001100101010101 11111110000
D;=0110011001111000111101010101

Cg=0011001010101011111111000011
D;=1001100111100011110101010101

C>=1100101010101111111100001100
D-=0110011110001111010101010110

Cg=0010101010111111110000110011
Dg=1001111000111101010101011001

Co=0101010101111111100001 100110
De=0011110001111010101010110011

Cyp=0101010111111110000110011001
Dyp=111100011110101010101 1001100

Cyp=0101011111111000011001100101
D p=11000111101010101011001 10011
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WORKING WITH DEM

Cy>=0101T11111100001100110010101
D;>=0001111010101010110011001111

Cypz=0111T11110000110011001010101
D =0111101010101011001 100111100

Cpg=1111111000011001100101010101
D;,=1110101010101100110011110001

Cys=1111100001100110010101010111
Dy =101010101011001 1001111000111

Cp=1111000011001100101010101111
D =010101010110011001 1110001111

Ing. Amilcare Francesco Santamaria, Ph.D. — DIMES Dpt. University of Calabria




WORKING WITH DES — KEYS

PERMUTATION (PC-2)

= Now we have 16 subkeys, for a generic subkey n we have to apply

the following permutation

= This permutation takes into account only 48 bits on 56 that are
available. Therefore the result of this operation will be 16 bloks of

48 bits.

= We use n=1 for example

=K1=CIDI =

= 1110000 1100110 0101010 1011111 1010101 0110011 0011110 0011110
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WORKING WITH DEX

Ky=000110 110000 001011 101111 111111 000111 000001 110010

K>=011110011010 111011 011001 110110 111100 100111 100101
K;=010101 011111 110010 001010 010000 101100 111110 011001
Ky=011100 101010 110111 010110 110110 110011 010100011101
K;=011111 001110 110000 000111 111010 110101 001110 101000
K;,=011000 111010 010100 111110 010100 000111 101100 101111
K-=111011 001000 010010 110111 111101 100001 100010 111100
Kg=111101 111000 101000 111010 110000 010011 101111 111011
Ke=111000001101 101111 101011 111011 011110011110 000001
K;jp=101100011111 001101 000111 101110 100100 011001 001111
Kyppy=001000 010101 1211111 010011 110111 101101 001110 000110
K;>=011101 010111 0OO111 110101 100101 000110011111 101001
Kp;=100101 111100 010111 010001 111110 101011 101001 000001
K;,=010111 110100001110 110111 111100 101110011100 111010
Kps=101111 111001 000110 001101 001111 010011 111100 001010
K;e=110010 110011 110110 001011 000011 100001 011111 110101
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WORKING WITH DES — MESSAGE

PERMUTATION (IP)

= IM = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

58
60
62
64
57
59
61
63

P = 1100 1200 0000 0000 1100 1100 1111 1111 1111 0000 1010 1010 1111 0000 1010 1010

= Follow IP table (fixing row index and moving on columns) we can
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compose the IP word. Starting from row 1, M’s Bit in position 58

shall be the bit 0 of word IP, M’s bit 50 shall be the bit 1 of word IP

and so on
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WORKING WITH DES — L0 AND RO

= Once IP word is achieved we can obtain two substring composed of 32
bits

Ly,=1100 1100 0000 0000 1100 1100 1111 1111
R,=11110000 1010 1010 1111 0000 1010 1010

= We have to procede along 16 iterations. Each Iterations has to follow
the herein rules:

I—n — Rn—l
Rn — Ln—l @ f (Rn—l’ Kn)

Ing. Amilcare Francesco Santamaria, Ph.D. — DIMES Dpt. University of Calabria {‘}



WORKING WITH DES — FINDING
ENCRYPTED WORD

= Fixing n=1 we have to realize the following steps

K, =000110 110000 001011101111 111111 000111 000001 110010
L, =R,=11110000101010101111 000010101010

Rl - LO D f(RO’ Kl) E BIT-SELECTION TABLE

= To work with f(x) function we 32 1 2 3 4 5
have to exapand R, from 32 1 5 6 7 8 9
to 48 bits. This shall be made 8 5 10 11 12 13
using the E-Table 12 13 14 15 16 17

16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1
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WORKING WITH DES — USING THE E-TABLE

= Considering RO and apply on it the E-Table permutaion

R,=11110000 1010 1010 1111 0000 1010 1010
E(R,)=011110 100001 010101 010101 011110 100001 010101 010101

= In order to calculate the {(x) function we have to make the
following operations:

E(Rn—l)@ Kn

K, =00011011000000101101111111111000111000001110010
E(R,)=011110100001010101010101011110100001010101010101
K,+E(R,)=011000010001011110111010100001100110010100100111
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WORKING WITH DES — § FUNCTION
PERMUTAION

= As last permutation we have to apply the S(y) function on the
result of

E(Rn—l)@ Kn = BleB3B4BsBaB7 Bs

= Each B is composed of 6-bits therefore taking as input this
consideration we obtain Bl as the first 6 bits of the previous
word:

B, = 011000

= Other terms will be obtained in the same way. Regarding S
function we obtain:

S1(B,)S,(B,)S4(B;3)S4(B4 )Ss(B5)S4(Bs )S; (B, )Ss (B,)
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WORKING WITH DES — § FUNCTION
PERMUTAION

= In order to perform S-Permutation we have to specify some rules

= We will take under consideration the term Bl that we have already
obtained:

E S - N T A
0 1 1 0 0 0

Sl

Column Number

Row

No. 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 14 4 13 1 2 15 11 8 310 6 12 5 9 0o 7
1 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
2 4 1 14 8 13 6 2 11 15 12 9 7 310 5 0
3 15 12 8 2 4 9 1 7 5 11 314 10 O 6 13
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WORKING WITH DES — § FUNCTION
PERMUTAION

1| 2 | 3 | 4 | 5 | 6
0 1 1 0 0 0

= Bits into positio {1,6} give us the row index to access in the table (i) in this
case 00 = 0;1index can assume value in the range [0,3]

= Middle bits {2,3,4,5} give us the column index (j), in this case 1100 = 12

= Accessing in table S1 we obtain the value in decimal form of S1(B1) =5
= In binary => 5 = 0101
= The result is composed of 4 bits
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WORKING WITH DES - STABLES

S1l
14 4 13 1 2 15 11 8 3 10 6 12 5
0 15 7 4 14 2 13 1 10 6 12 11 9
4 1 14 8 13 6 2 11 15 172 9 7 3
15 12 8 2 4 9 1 7 o 11 3 14 10

S2

15 1 8 14 6 11 3 4 9

7 2

3 13 4 7 15 2 8 14 12 O 6
0 14 7 11 10 4 13 1 5 8 12 6 9
13 8 10 1 3 15 4 2 11 6 0
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WORKING WITH DES - STABLES
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WORKING WITH DES - STABLES

12 1
10 15
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WORKING WITH DES - STABLES

S8
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
115 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 11 4 1 9 12 14 2 0O 6 10 13 15 3 5 8
2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

At the end for the first step (n = 1) we obtain :

K; + E(Ry)=011000 010001 011110 111010 100001 100110 010100 100111.

S1(B1)S,(By)S3(B3)S (B )S5(B5)Ss(BgS+B7)Sg(Bg)=0101 1100 1000 0010
1011 0101 1001 0111
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WORKING WITH DES — F FUNCTION
COMPUTATION

= To achieve the result of S another permutation is needed using
the P table

f: P(SI (BI)SZ(BZ)‘"SS(BS))

le 7 20 21 S1(B)S(B2)S3(B3)S (B )S5(B5)Ss(Bg)S+B7)Sg(Bg) = 0101 1100 1000 0010

29 12 28 17 1011 0101 1001 0111
1 15 23 26

2 8 24 14
32 27 3 9 f=00100011 0100 1010 1010 1001 1011 1011

19 13 30 6
22 11 4 25
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WORKING WITH DEM

= Coming back on Evaluation of
I—n = Rn—l
Rn — Ln—l @ f (Rn—l’ Kn)

R =L@ f(R,,K,)

= 1100 1100 0000 0000 1100 1100 1111 1111
+ 00100011 0100 1010 1010 1001 1011 1011
=11101111 0100 1010 0110 0101 0100 0100

= We have to repeat all those steps until we reach the 16 step. At this

nAaint ixra chall rarnAart all 1im a RA Thite fAarm malrina tha #T.actn
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LAST PERMUTATION

L;,=01000011010000100011 00100011 0100
R;,=000010100100 1100 1101 1001 1001 0101

= We shall revert the Bits order by using the Last Permutation
Table called IP-!

R;4L;5=00001010 01001100 11011001 10010101 01000011 01000010
00110010 00110100
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LAST PERMUTATION TABLE (IP-)

R;6L15=00001010 01001100 11011001 10010101 01000011 01000010
00110010 00110100

IP1 =10000101 11101000 00010011 01010100 00001111 00001010 10110100

00000101
which m hexadecmmal format is
85E813540F0AB405.

This is the encrypted form of M = 0123456789 ABCDEF: namely, C =
85E813540F0AB405.

P
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CRYPTOGRAPHY
RSA

= is one of the first practicable and is widely
used for secure data transmission.

= In such a , the (e) is public and differs
from the (d) which is kept secret.
= RSA stands for and , who first

publicly described the algonthm in 1977.
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RSA

= Step 1 — Choosing of Two large prime numbers (p,q)

= Step 2 - Computen=p ¥ q
= N is called modulus for both public and private keys.

= Step 3 — Compute the Euler’s Totient function of n
o) =(@-D*(q-1)

= Step 4 — Choose an integer «e» such that 1<e<@(n)
= «e» and @(n) are coprime.
= «ey is released as public key exponent

« Step 5-gcd(e,p(n)) =1

= Step 6 — d is the multiplicative inverse of e mod ¢(n) and it is
the private key exponent keeped secret
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RSA — EXTENDED EUCLIDEAN ALGORITHM

= Step 6 is commonly solved using the extended Euclidean
Algorithm

= Considering the following assumption to better explain the
algorithm

] m -— p
*n=¢(n)
= Algorithm starts as follow
n
'%zhl To =nN—m=*(g
=gt ] po=0
m
'Q’1=L_0‘ n=m-=Ty*{q

pi =1
P> = Po— Py * domod n ®



RSA — EXTENDED EUCLIDEAN ALGORITHM

= Most generally, after; the iterations 0 and 1 we can generalize the
iteration i-th as follow

. = Ti-2 . = 7. S— * (1
qi = ri—1 ri ="Ti-2 ri—-1*(q;
L

= Ti_p = q;*(ri—1) 1
* pi = Pi—2 — (Pi-1* qi—2)modn

= Algorithm ends when
"= 0

= At this point, it is possible to compute the d-key in the following
way:
* d = Ppi+1 = Pi—2 — (Pi-1* gi-2)mod n
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RSA — EXAMPLE 1

= =p=13

= =053

"n=p*q=13*53 =689
p(n)=@(689) =(pp—-1)*x(q—1) =12+52 = 624
e t.c. 1<e<624

= Let choose e as a prime number that is not a divisor of 624
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RSA —
[TER

EXAMPLI

e I

0

1

qo = V(en)‘ = I6E4J =124

o-f-t-

o

ri—

rl_

-~

o = f(n) — (e * qp)

— 624 — (5+124) = 4
po=20
rr=e—(roxqq) =5—(4*1)

=1
p1=1
ry =71i3—(ri-1*q;)

=4—-(1%4)=0

P2 = Pi—z — (Pi—1 * qi—x)mod n
= 0 — 124mod624 = 500

P3 = Pi—2 — (Pi—1 * qi—px)mod n =
1+ (=500 * 1 mod 624) = d = 125



RSA — EXAMPLE 1

= we encrypt 111 follow the equation herein shown:
= C=111°mod 689 = 687
= P=6871%>mod 689 = 111

Just a simple reminder : e = 5,n = 689, d=125.
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