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 DES Algorithm works on bit or binary number, this mean that if
we have to face with an HEX number such as 1 it needs to be 
converted in a binary number:

 1 – hex = 0001 (4 bits – 1 nibble)

 9 hex = 1001

 A hex = 1010

 DES works on 64 bits (64/4) = 16 hex numbers;

 DES uses a KEY with a length of 64 bits. The DES key (K) is
composed of 2 components

 56 bits (used as effective key’s values)

 8 bits (used for control the each 8-th bit of the word is given by the 
XOR (logic operator) of the previous 7 bits of the word). Example

 1100111 – 1 – Therefore, the whole word shall be 11001111
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 DES works on 64-bits length blocks, therefore, we can 
summarize two cases

 One block ( length < 64 bits) – The block shall be filled with 0s in 
order to reach the length of 64 bits

 One block (legth > 64 bits) – In this case we shall obtain more than
one block to encrypt ( Total block number = total_length[bits] / 64). 
Last obtained block length must be composed of 64 bits. Follow the 
same rule explained in the previous point.

 Convert String to hex number – «Your»

 Your = 59 6F 75 72

 59 6F 75 72 = [0101 1001] [0110 1111] [0111 0101] [0111 0010]

 Caratteri Speciali

 Space = 20

 CR = 0D

 Line Feed = 0A 
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 Starting with M = 0123456789ABCDEF

 First step is to achieve the binary form of M

 M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

 L  = 0000 0001 0010 0011 0100 0101 0110 0111

 R  = 1000 1001 1010 1011 1100 1101 1110 1111

 We have to read from Left ro Right
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 K = 133457799BBCDFF1

 K = 0001 0011 0011 0100 0101 0111 0111 1001 1001 1011 1011 1100  1101 1111 1111 0001

 K(Permutata) = 1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111

Ing. Amilcare Francesco Santamaria, Ph.D. – DIMES Dpt. University of Calabria



 K(Permutata) = 1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111

 C0 = 1111000 0110011 0010101 0101111   [28 bits]

 D0 = 0101010 1011001 1001111 0001111   [28 bits]

 At this point we have to obtain 16 subkeys bloks following the 
follow table

 For a generic iteration n of the keys 
(Cn, Dn) each bit has to be moved by 
x left position. Only the first bit shall 
take place in the last position of the 
word.
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 Now we have 16 subkeys, for a generic subkey n we have to apply 
the following permutation

 This permutation takes into account only 48 bits on 56 that are 
available. Therefore the result of this operation will be 16 bloks of 
48 bits.  

 We use n=1 for example 

 K1 = C1D1 = 
 1110000 1100110 0101010 1011111 1010101 0110011 0011110 0011110
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 M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

IP = 1100 1100 0000 0000 1100 1100 1111 1111 1111 0000 1010 1010 1111 0000 1010 1010

 Follow IP table (fixing row index and moving on columns) we can 
compose the IP word. Starting from row 1, M’s Bit in position 58 
shall be the bit 0 of word IP, M’s bit 50 shall be the bit 1 of word IP 
and so on 
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 Once IP word is achieved we can obtain two substring composed of 32 
bits

 We have to procede along 16 iterations. Each Iterations has to follow 
the herein rules:
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 Fixing n=1 we have to realize the following steps
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 To work with f(x) function we 
have to exapand         from 32 
to 48 bits. This shall be made 
using the E-Table  

1nR
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 Considering R0 and apply on it the E-Table permutaion

 In order to calculate the f(x) function we have to make the 
following operations:
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 As last permutation we have to apply the S(y) function on the 
result of 

  876543211 BBBBBBBBKRE nn 

 Each B is composed of 6-bits therefore taking as input this 
consideration we obtain B1 as the first 6 bits of the previous 
word:

0110001 B

 Other terms will be obtained in the same way. Regarding S 
function we obtain:

               8877665544332211 BSBSBSBSBSBSBSBS
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 In order to perform S-Permutation we have to specify some rules

 We will take under consideration the term B1 that we have already 
obtained:

1 2 3 4 5 6

0 1 1 0 0 0
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1 2 3 4 5 6

0 1 1 0 0 0

 Bits into positio {1,6} give us the row index to access in the table (i) in this 
case 00 = 0; i index can assume value in the range [0,3]

 Middle bits {2,3,4,5} give us the column index (j), in this case 1100 = 12

 Accessing in table S1 we obtain the value in decimal form of S1(B1) = 5

 In binary => 5 = 0101

 The result is composed of 4 bits
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At the end for the first step (n = 1) we obtain :
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 To achieve the result of S another permutation is needed using 
the P table

Ing. Amilcare Francesco Santamaria, Ph.D. – DIMES Dpt. University of Calabria



 Coming back on Evaluation of 
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 We shall revert the Bits order by using the Last Permutation
Table called IP-1
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 is one of the first practicable public-key cryptosystems and is widely 
used for secure data transmission. 

 In such a cryptosystem, the encryption key (e) is public and differs 
from the decryption key (d) which is kept secret. 

 RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who first 
publicly described the algorithm in 1977.
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Iterazione

0
𝑞0 =

𝑓(𝑛)

𝑒
=

624

5
= 124

𝒓𝟎 = 𝒇 𝒏 − 𝒆 ∗ 𝒒𝟎
= 𝟔𝟐𝟒 − 𝟓 ∗ 𝟏𝟐𝟒 = 𝟒

𝑝0 = 0

1
𝑞1 =

𝑒

𝑟0
=

5

4
= 1

𝒓𝟏 = 𝒆 − 𝒓𝟎 ∗ 𝒒𝟏 = 𝟓 − 𝟒 ∗ 𝟏
= 𝟏

𝑝1 = 1

2

𝑞2 =
𝑟𝑖−2
𝑟𝑖−1

=
4

1
= 4

𝒓𝟐 = 𝒓𝒊−𝟐 − 𝒓𝒊−𝟏 ∗ 𝒒𝒊
= 𝟒 − 𝟏 ∗ 𝟒 = 𝟎

𝑝2 = 𝑝𝑖−2 − 𝑝𝑖−1 ∗ 𝑞𝑖−2 𝑚𝑜𝑑 𝑛
= 0 − 124𝑚𝑜𝑑624 = 500

3
𝑝3 = 𝑝𝑖−2 − 𝑝𝑖−1 ∗ 𝑞𝑖−2 𝑚𝑜𝑑 𝑛 =
1 + (−500 ∗ 1 mod 624) = d = 125



 we encrypt 111 follow the equation herein shown: 

 C = 1115𝑚𝑜𝑑 689 = 687

 P = 687125𝑚𝑜𝑑 689 = 111

Just a simple reminder : e = 5, n = 689, d=125.
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